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Foreword

Matt Gyde
CEO, Security, NTT Ltd.

Building an inclusive cybersecurity culture where 
all employees buy into the desired actions and 
behaviours is a vital component of a successful 
cybersecurity and risk management strategy. 
Cybersecurity is at its core a people science, and 
business issue.

Creating a culture where all employees can thrive 
is complex when different age groups express 
different preferences for how they want to work.

Understanding these differences and how 
these can be harnessed to help you implement 
successful organization-wide cybersecurity 
policy is important to us, and a key reason we 
commissioned this research.

The findings are clear: under 30s get cybersecurity. 
Individuals in this age group can turn their mind 
instantly to the issues involved. Cybersecurity  
is in-built.

They expect fast resolutions, though, and detest 
having their productivity derailed. This can lead to 
risky decisions.

We list 6 recommendations to help you optimize 
your cybersecurity strategy and get the best out 
of all your workforce.

The percentage of digital natives in the workforce 
is now substantial, so now is the time to consider 
their needs.
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Perspective  
– University of Bath

Adam Joinson
Professor of 
Information Systems, 
University of Bath

There is no ‘one size fits all’ approach to 
cybersecurity. The insights from the NTT study 
demonstrate that treating all employees as 
posing the same risk, or having the same skills, is 
problematic for organizations.

We do need to be careful not to assume that 
the under 30s simply don’t care so much about 
cybersecurity. While this may be true in some 
cases, in others it is more likely that existing 
security policies and practises don’t meet their 
expectations about ‘stuff just working’. 

If we want to harness the fantastic creativity 
and energy of younger workers, we need to 
think about security as something that enables 
their work, not something that blocks them 
from achieving their tasks. This is likely to mean 
security practitioners having to fundamentally 
rethink the way security policies operate, and 
finding ways to improve the fit between security 
and the tasks employees are required to 
undertake as part of their core work.
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Perspective  
– Jigsaw Research

Tim Dixon
Jigsaw Research

At the heart of every business challenge is a 
complex human being, and Jigsaw Research is 
fascinated by people. This examination of the 
cybersecurity needs of the under 30s which we 
undertook on behalf of NTT is an eye-opener. 

The next generation sees the world – not just the 
workplace – very differently. 

They value – and increasingly expect – flexible 
working, but maintain boundaries between their 
work and personal life. They value meaning at 
work, such as social justice. 

They’re ambitious for their career, confident 
online and embrace digital with few reservations. 
Working with the latest technology, it’s no 
surprise how alert they are to the perils of the 
cybersecurity skills shortage.

Digital has magnified the complexities of 
managing multiple generations in the workplace 
beyond technology factors alone. 

We hope you enjoy the findings on the  
next generation.
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Key takeaways from the report

•    Under 30s have profoundly different 
attitudes towards cybersecurity. Flexibility and 
productivity are top of mind. For them, it is all 
about speed, and they expect systems to work 
for them.

•    Under 30s are worried about the skills crisis in 
cybersecurity: 46% say their organizations don’t 
have adequate skills or resources in-house to 
cope with the number of cybersecurity threats

•    In the quest to get things done, 39% of the 
next-generation would pay a ransom to a 
cybercriminal, to be able to get on with their 
work. This is nine percentage points higher  
than for over 30s.

•    They believe they can recover faster from 
security incidents than older employees –  
a substantial six days faster on average.

•    It would be easy to assume that – due to 
their inherent digital DNA - under 30s always 
demonstrate good cybersecurity practice. 
However, this is not always the case: on average, 
the 30-60 year-old age group exhibits more 
cybersecurity good practice than the under 30s. 
This is due to a greater acquisition of workplace 
knowledge and skills over time.

•    In France and Brazil, under 30s are leading  
the way with cybersecurity good practice. In the 
USA, UK, Norway and Sweden in particular, it is 
the over 30s that are leading the way.

•    The under 30s leading in cybersecurity are 
more likely to be found in specific industries, 
including professional services, technology 
and the financial sector. They are least likely to 
work for retailers, transport and construction 
companies.

 In the quest to get 
things done, 39% of 
the next-generation 
would pay a ransom 
to a cybercriminal, 
to be able to get on 
with their work.
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Though millennial employees are born 
digital, greater levels of experience  
means that middle-aged workers display 
more cybersecurity good practice

It would be easy to assume that younger 
employees – who have spent most of their lives 
with digital technology – would adopt more 
cybersecurity good practice in the workplace  
than other employees. However, globally this is 
not the case.

The greater acquisition of workplace knowledge 
and skills over time and the build-up of digital 
DNA as technology has entered their lives means 

that it is those aged 30-60 who adopt the most 
good practice. 

Under 30s score an average of just 2.3 in terms of 
cybersecurity good practice, compared with 2.9 
for 30-45 year-olds and 3.0 for 46-60 year-olds. 
Over 60s score lower, at an average of 2.1. 

This is the paradox of cyber enlightenment.
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Figure 1:  Cybersecurity good practice, by age group.
Source: Cybersecurity good practice: NTT Risk:Value Index 2019 
(global data). 
For Risk:Value methodology, see slide 25. * Working knowledge=number 
of years of working age, assumed to be from age 18. **Digital DNA = % of 
life in digital era, calculated as since launch of first smartphone in 2007
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Under 30s in France and Brazil  
are cybersecurity leaders

•    While most countries follow the paradox of 
cyber enlightenment, under 30s in France and 
Brazil are leaders in good practice in their 
countries.

•    In France, the government’s cybersecurity 
agency set a specific focus four years ago to 
raise awareness of cybersecurity issues among 
children and students. Most of those students 
are now likely to have entered the workplace.

•    In Brazil, digital infrastructure was rolled out 
later than in North America, Europe and Asia 
Pacific, meaning that middle-aged employees 
have had less exposure to digital.

•    The paradox is strongest in the Nordics, 
USA, Hong Kong and the UK - which are 
digitally advanced - meaning that middle-aged 
employees have plenty of digital DNA. 

•    These countries must ensure that all under 30s 
continue to learn and embrace cybersecurity 
skills and behaviours.

•    Australia, Italy, Spain, and Chile have no 
discernible age gap for cybersecurity best 
practice.

 The paradox is 
strongest in the 
Nordics, USA, Hong 
Kong and the UK - 
which are digitally 
advanced - meaning 
that middle-aged 
employees have 
plenty of digital DNA.
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Under 30s in France and Brazil  
are cybersecurity leaders

Extent that under 
30s lead the rest of 
the workforce  
in cybersecurity  
best practice.

Figure 2:  Extent that under 30s lead the rest of the workforce in cybersecurity best practice.
Source: NTT Risk:Value Index 2019. In Benelux, Japan, and Singapore, the sample size is too small and so these countries are not included in the analysis.
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The under 30s leading in cybersecurity  
are most likely to work for professional 
services, tech and finance companies

•   75% of high performing under 30s (that is, 
those scoring more than 10) work in one of  
the top six sectors (see graphic, left).

•   Under 30s in technology companies (3.2), 
business and professional services (3.0) and 
financial sector businesses (2.9) adopt the 
most cybersecurity good practice, scoring 
above the average for all sectors.

•   There are relatively high amounts of best 
practice across these sectors in all age groups.

•   However, under 30s cybersecurity best practice 
is not constrained to these sectors: those in 
healthcare and pharmaceuticals (2.7) and 
manufacturing (2.8) perform better than 

average, and there are pockets of success 
across government and the rest of the public 
sector (2.5).

•   Indeed it is the under 30s that are leading best 
practice in government and the rest of the 
public sector, healthcare and pharmaceuticals 
and manufacturing compared with older 
employees.

•   In transport and construction (0.1), retail and 
wholesale (1.5) and other commercial sectors 
(which includes oil, gas and utilities) (0.6) under 
30s exhibit less good practice, reflecting the low 
levels of best practice in other age groups in 
those sectors.

Technology

Business and  
Professional Services

Financial Sector

Healthcare and 
Pharmaceuticals

Manufacturing

Government/rest of  
the public sector

Transport and  
Construction

Retail and Wholesale

Other Commercial Sectors
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Flexibility and productivity  
are primary objectives
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Flexibility and productivity 
are top of mind

Many employees under the age of 30 have very 
different working preferences.

They expect to be productive, flexible and agile. 
Under 30s expect to adopt their own personal 
style, be proactive and use their own tools to get 
their work done effectively.

They are more accepting than older employees of 
the risk of personal devices in the workplace:  
8% fewer consider this is a potential 
cybersecurity risk.

Yes, it [agile working] is good – it helps  
you when you’re doing specific projects... 
It’s a better way to work.  
– finance sector, 25

Under 30

71%
Over 30

79%

Figure 3:  % who believe that use of personal devices 
for work is a potential security risk.
Source: NTT Risk:Value research
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Under 30s believe an organization can 
recover faster from a security incident

This passion for flexibility and productivity 
appears to translate into a positive (or maybe 
naïve) mindset around incident response. 

Under 30s believe that their organizations’ 
recovery from a security incident would be six 
days quicker than those in older age groups.

Successful incident response requires detailed 
planning and strong stakeholder communication. 
Time to recover is often underestimated by 
those unfamiliar with incident response and 
cybersecurity threats.

We’ve got strategies in place, so if 
something like that [a security incident]  
did happen, we’re aware of it, we know  
the person to go to fix that as soon  
as possible.   
– business development, 24

Under 30

62
Over 30

68

Figure 4:  Expected recovery time from a security  
breach (days).
Source: NTT
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Under 30s can be laid back about securing 
corporate data, and cybersecurity strategy

It can take time for under 30s to buy-in to 
organizational values and strategies, including 
cybersecurity. 81% believe that cybersecurity 
should regularly be on the boardroom agenda, but 
this is 4% lower than for older employees.

I don’t think I care anymore. There is so much stuff out there now, what with  
Cambridge Analytica. It is all out there, I accept that at some point someone might try  
to defraud me and impersonate me and I will deal with it when it happens, I suppose.   
– finance sector, 28, speaking about data privacy

Under 30

81%
Over 30

85%

Figure 5:  % that believe that preventing a security 
attack should be a regular boardroom agenda item.
Source: NTT

15   |   UEA_v1 © Copyright NTT Limited 2019 hello.global.ntt

Challenges

https://hello.global.ntt


 

Some are reluctant to 
assume responsibility

Nearly half of under 30s think that cybersecurity 
responsibility rests solely with the IT 
department: six percentage points more than 
over 30s.

Effective cybersecurity requires the buy-in of all 
employees in the organization.

Q: Does cybersecurity matter to you?
A:  It has no relevance to us whatsoever.  

It is not in our department, but it is 
nice to know it is taken care of for 
our customers.

   – fashion sector, 24

Under 30

49%
Over 30

43%

Figure 6:  % that believe that cybersecurity is the IT 
team’s problem, and not the wider business.
Source: NTT
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The propensity to pay a ransom  
to cybercriminals increases

A massive 39% of under 30s would consider 
paying a ransom to a hacker: 9% higher than  
the rest of the population.

This may be due to greater knowledge of 
cryptocurrency (which is required to make 
payment in most cases) but it may also be a 
result of a greater desire to recover the situation 
as soon as possible. Sadly, payment to a hacker 
guarantees nothing.

Under 30

39%
Over 30

30%

Figure 7:  % that would rather pay a ransom to a 
hacker than invest more in security because it is 
cheaper.
Source: NTT
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Concerns of   
the next generation

18   |   UEA_v1 © Copyright NTT Limited 2019

https://hello.global.ntt


Concern #1:  
The internet of things

A much higher percentage of their lives has been 
spent with everything connected.

So it should not be a surprise that a clear 
majority of under 30s believe that the internet of 
things (IoT) is a potential security threat to their 
organization – a figure that is higher than for the 
over 30s.

59% of these work for businesses where IoT is 
not a focus, implying that the perceived IoT threat 
is external to their organization.Under 30

61%
Over 30

59%

Figure 8:  % that believe that the internet of things is a 
potential security threat to their organization.
Source: NTT
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Concern #2:
Skills

Under 30s have grown up in the tech  
skills crisis.

Nearly half believe that their organization 
is falling short internally with regard to 
cybersecurity skills and resources.

Q: Do people know about cybersecurity  
  in your workplace?
A:  Not where I work, no.
   – finance sector, 30

Under 30

46%
Over 30

42%

Figure 9:  % that don’t have adequate resources/skills  
in-house to cope with the number of security threats. 
Source: NTT
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Concern #3: 
Government intervention

Despite the laid-back attitude of many under 30s 
towards corporate data, and their willingness to 
volunteer to surrender personal privacy in return 
for productivity, they are less willing than older 
employees to accept government intervention to 
retrieve data on individuals.

Five percentage points fewer believe it is 
reasonable for governments to demand that 
businesses release data on individuals.

Under 30

64%
Over 30

69%

Figure 10:  % that believe it's reasonable for 
governments to demand that businesses release data 
on individuals if they have a special reason to do so.
Source: NTT
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These changing preferences require a 
transformation of enterprise cybersecurity

Businesses must urgently transform their 
approach to security. 49% of millennials 
believe their company’s security processes 
inhibit their productivity.
– Angela Ashenden, principal analyst,  
 digital workplace, CCS Insight Security is essential, but we must  

avoid encumbering users.
– enterprise leader, speaking to industry analyst Ovum

49% of millennials 
believe their 
company’s security 
processes inhibit 
their productivity.

Sources: Four highlights from our 2019 employee survey, CCS Insight; Ovum client research report

Leading industry analysts urge organizations to rethink their approach 
to cybersecurity to reflect the needs of the younger generation.

23   |   UEA_v1 © Copyright NTT Limited 2019 hello.global.ntt

Recommendations

https://hello.global.ntt


Six key actions can improve 
your security posture

 Security culture must include all 
generations and be supported by a diverse 
range of employee champions, which 
includes age.

 Build a panel of younger employees and 
listen to their views on cybersecurity.

 Younger employees can be at their 
best and most motivated in an 
agile, productive, flexible workplace 
environment, where they are most 
likely to buy into the desired culture and 
behaviours. Security should be designed 
to enable the business.

 Make cybersecurity everyone’s business. 
Security leaders should make themselves 
approachable to other employees, through  
one-to-one interaction and more formal 
company events.

 Where skills shortages are most acute, 
support learning programs, mentoring and 
consider external support. 

 Education is vital. Gamify security learning 
and make it fun for all.

Security should be 
designed to enable 
the business.

Build a panel  
of younger 
employees, and 
listen to their views.

Support learning 
programs, and 
consider external 
support
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How we conducted the research

The NTT data cited in this report was collected 
through global research we commissioned in 
2019 involving 2,256 organizations in 17 sectors 
across 20 countries. Respondents were senior 
decision-makers outside of the IT department, 
with 20% holding a C-level position. The results 
were published in the Risk:Value Report 2019  
and related content.

From the responses to the research, we identified 
good practice and bad practice in cybersecurity, 
with each business being accordingly given 
a score of between -41 and +27. The average 
organization scored +3. We considered the  
score of the organization by age of respondent  
on slide 7.

Additionally, we carried out 14 face-to-face 
qualitative interviews covering a variety of sectors 
to gain a more detailed understanding of the 
needs of under 30s in the workplace.
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About us

NTT is a leading, global technology services company. We believe that together we do great things. We’ve combined 
the capabilities of 28 remarkable companies to create one, leading technology services provider. Partnering with you, 
we empower your people, strategy, operations, and technology through our full range of unparalleled capabilities and 
services. Together we enable the connected future.

Why are organizations failing to make progress with cybersecurity?

Find out about the extent of progress organizations have made in 
their attitudes towards cybersecurity, and their readiness to tackle 
cyber risk in the 2019 Risk:Value Report

Latest thinking

Visit our Insights page

Get in touch 

Follow us on social media: 

Further reading and contact us
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